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ABSTRACT

Forensic science plays an important role in determining evidence-based analysis for criminal cases.
Evidence-based decision making together with scientific data establishes robust forensic analysis
and interpretation for all forensic disciplines which aids the criminal justice system (McElhone et
al. 2016). To achieve this, a systematic and centralized approach in evidence collection, data
preservation and storage system must be presented in the process, thus protecting the
confidentiality, integrity, and availability of data in the presentation of evidence during court
proceedings. We will be discussing the necessary components and logical structure in building this
system to make it resilient from unauthorized disclosure, tampering and destruction. We will end
this paper with a conclusion which might help the organization to prepare and achieve an
International Standardization Organization (ISO) ISO/IEC: 27001 - Information Security

Management System (ISMS) Certification in the future.

INTRODUCTION

The Philippine National Police (PNP)
Crime Laboratory has its origin from the
Fingerprint Section G-2 Division of the
Military Police Command, Armed Forces
in the West Pacific of the United States
Army (AFWESPAC) which was organized
on May 19, 1945.

On May 26, 1959, it was organized as a
separate unit of the Philippine Constabulary
(PC) and was renamed as Philippine
Constabulary Forensic Laboratory. On
December 01, 1960, pursuant to Table of
Organization and Equipment 3-07 (TO and
3-07), the unit was renamed as the
Philippine Constabulary Central Crime
Laboratory.

On June 28, 1961, the PC Central Crime
Laboratory was activated as a separate unit
from the Armed Forces of the Philippines
pursuant to Special Order Number 453.

The PNP Crime Laboratory is an ISO
9005:2015 Quality Management System

(QMS) Certified since 2006 (PNP Website,
2021).

ORGANIZATIONAL STRUCTURE

Currently, the PNP Crime Laboratory has
five (5) crime laboratory offices in the
National Capital Region (NCR) with
sixteen (16) regional crime laboratory
offices and one hundred one (101) crime
laboratory office in the province.

Under the leadership of the PNP Crime
Laboratory Director are the OIC Chief of
Staff, Deputy Director for Operations,
DDFS and Deputy Director for
Administration. The two (2) primary
divisions under these leadership are the
Administrative Resource Management
Division and Operations Management
Division where ten (10) secondary
divisions are operating. These are:

1. Medico-Legal Division
2. Fingerprint Identification Division.
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Forensic Chemistry Division.
Physical Identification Division.
Firearms Identification Division.
Questioned Document
Examination Division.

7. Forensic Photography Division.
8. Polygraph Division.
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DNA Division.
0. Scene of Crime Operations
Division.
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Fig. A. shows the existing organizational structure of the
PNP Crime Laboratory as of October, 2021.

THE OBJECTIVE

This paper aims to design and implement a
fast and systematic approach that can be
utilized within a solid chain-of-custody to
preserve and secure digital information that
represents the manual collection of
evidence and forensic data based on
scientific testing.

The overall objective of this design and
implementation is for the organization to
generate a complete, standard, and
uniformed reporting which includes the
overall historical chain-of-custody that is
immutable, verifiable, tamper-proof, and
admissible in court.

We must understand that the overall
admissibility of these generated reports
relies not only with the evidence but with
the overall process together with the
integrity of the personnel’s who conducted
the collection, handling, and testing of this

evidence. Therefore, it is necessary that this
information should be centralized and
stored for historical purposes which may be
beneficial for data science that can be used
for crime prevention and future reference.

REDACTION NOTICE

Thank you so much for your interest with
this document. The original manuscript
contains twelve (12) pages. This is a
controlled document to protect the interest
of our solution design, research, and
development.

We want to hear from you. If you find this
solution interesting or would like to have a
similar solution for your business needs,
you may email us at support@arpa.ph

REFERENCES

McElhone, R. L., Meakin, G. E., French, J.
C., Alexander, T., & Morgan, R. M.
(2016). Simulating forensic casework
scenarios in experimental studies: The
generation of footwear marks in blood.

Forensic Science International, 264, 34—
40.

Philippine National Police Crime
Laboratory. (October, 2021).
https://cl.pnp.gov.ph/elementor-373/about-
us/crime-laboratory-history/

Benter, Jocelyn and Cawi, Robino, The
State of the Art of the Philippine National
Police Crime Laboratory Services (April
15, 2021). Available at SSRN:
https://ssrn.com/abstract=3826806 or
http://dx.doi.org/10.2139/ssrn.3826806

Thomas, G. (2019, December 12). What is
Flutter and Why You Should Learn it in
2020. Retrieved July 28, 2021, from
freeCodeCamp.org website:

Arpa Confidential | This is a controlled document. Unauthorized reproduction, distribution, and digital

transmission of this document is prohibited.


mailto:support@arpa.ph
https://cl.pnp.gov.ph/elementor-373/about-us/crime-laboratory-history/
https://cl.pnp.gov.ph/elementor-373/about-us/crime-laboratory-history/
http://dx.doi.org/10.2139/ssrn.3826806

3
AMCORP Research & Development Unit: Whitepaper

https://www.freecodecamp.org/news/what- Revision Control
1s-flutter-and-why-you-should-learn-it-in- o
2020/ 20211006 - Draft. Initial Released.

Canadian Centre for Cyber Security. 20220117 = Redaction. Public.

(2018). Network Security Zoning - Design Digitally signed by Eric
. . : Fajardo
anglderatlons for Placement of Serv1ces DN: cn=Eric Fajardo,
within Zones (ITSG-38) - Canadian Centre 0=ARPACORP, ou=MGMT,
. . email=info@arpa.ph, c=PH
for Cyber Security. Retrieved July 28, N 20570117 339651

2021, from Canadian Centre for Cyber +08'00"

: . Adobe Acrobat version:
Security website: ' 2021.007.20099
https://www.cyber.gc.ca/en/guidance/netw
ork-security-zoning-design-considerations-
placement-services-within-zones-itsg-38

ISO/IEC 27001 — Information security
management. (2021, February 16).
Retrieved July 29, 2021, from ISO
website: https://www.iso.org/isoiec-
27001-information-security.html

Advanced encryption standard (AES).
(2001).
https://doi.org/10.6028/nist.fips.197

Carpio, Pierre Paul F., System
Enhancement For Forensic Evidence
Preservation And Storage Towards Crime
Solution (May, 2016).

Blockchain-based chain of custody |
Proceedings of the 15th International
Conference on Availability, Reliability
and Security. (2020). Retrieved October 6,
2021, from Acm.org website:
https://dl.acm.org/doi/10.1145/3407023.34
09199

Home | ethereum.org. (2021). Retrieved
October 6, 2021, from ethereum.org
website: https://ethereum.org/en/

About — Hyperledger. (2021, September
29). Retrieved October 6, 2021, from
Hyperledger website:
https://www.hyperledger.org/about

Arpa Confidential | This is a controlled document. Unauthorized reproduction, distribution, and digital
transmission of this document is prohibited.


https://www.freecodecamp.org/news/what-is-flutter-and-why-you-should-learn-it-in-2020/
https://www.freecodecamp.org/news/what-is-flutter-and-why-you-should-learn-it-in-2020/
https://www.freecodecamp.org/news/what-is-flutter-and-why-you-should-learn-it-in-2020/
https://www.cyber.gc.ca/en/guidance/network-security-zoning-design-considerations-placement-services-within-zones-itsg-38
https://www.cyber.gc.ca/en/guidance/network-security-zoning-design-considerations-placement-services-within-zones-itsg-38
https://www.cyber.gc.ca/en/guidance/network-security-zoning-design-considerations-placement-services-within-zones-itsg-38
https://www.iso.org/isoiec-27001-information-security.html
https://www.iso.org/isoiec-27001-information-security.html
https://doi.org/10.6028/nist.fips.197
https://dl.acm.org/doi/10.1145/3407023.3409199
https://dl.acm.org/doi/10.1145/3407023.3409199
https://ethereum.org/en/

		2022-01-17T23:26:51+0800
	Eric Fajardo




